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WHY AND FOR WHO?  

Active citizens, activists and Human 

Rights Defenders (HRDs) play a vital role 

in defending human rights and 

challenging oppressive states and 

structures in the closed and restricted 

civic space that many countries now face. 

A “Human rights defender” is a term used 

to describe people who, individually or 

with others, acts to promote or protect 

human rights in a peaceful 

manner 1 . Anyone working to protect 

human rights is a HRD.  

Due to this work, these groups face 

significant risks and challenges, including 

targeted threats to their safety and 

security from actors who want to 

undermine and block their legitimate 

work. Many of Christian Aid’s partners, by 

virtue of their work, are HRDs and 

activists. This guidance is designed to 

provide practical advice for country 

teams operating in closing or closed civic 

spaces.  

Often mitigating risk is associated with 

costs and expenses. However, not 

 
1 About human rights defenders | OHCHR 

 

everyone in the communities we are 

working in, has the money to pay for 

costly risk mitigation measures.  

The aim of this guide is to provide low-

cost risk mitigation strategies, which 

can be tailored to the contexts in 

which CA country teams work.  

Why is managing risk important? Risk 

is an everyday part of the lives of HRDs, 

because they are challenging powerful 

forces within their communities and 

countries. It will never be possible to 

remove all risk for activists who put 

themselves at the front line of defending 

human rights. However, it is possible to 

support them to minimise those risks.  

By managing the risks HRDs face, we are 

supporting communities, partners and 

individual HRDs to continue their work in 

a more safe and secure way.  

What threats and from whom? Types of 

threats HRDs face include: 

• Their organisation may be closed 

• They may be named publicly in the 

media and online, and have lies and 

false information spread about them.  

• Their family may be threatened and/or 

physically harmed.  

• Their family could face mental health 

risks due to social stigma from the 

their communities.  

• They may be detained, attacked, 

and/or tortured. 

• They may be killed for continuing their 

work – this threat can confirm from 

both state and non-state actors.  

HRDs and activists face threats from a 

range of actors, depending on the work 

they are doing.  

Below are just some examples of where 

threats can come from:  

There is no single way to keep yourself 

secure. Advice will not apply to all HRDs 

in the same way, as the types of risks 

they face can vary hugely depending on 

where they live in the world. This 

handbook provides examples of 

strategies which can be deployed. 

Country teams and partners should 

work with HRDs to develop context-

specific strategies. 

https://www.ohchr.org/en/special-procedures/sr-human-rights-defenders/about-human-rights-defenders
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• Indigenous activists campaigning 

against the selling of their ancestral 

land by the government to a mining 

company could face threats of 

violence from both their government 

and the company. 

• LGBTQI+ activists campaigning for 

equal rights may face threats from 

community leaders, including 

conservative faith-based groups.   

• Women activists fighting for equal 

rights may face physical and online 

threats from some men within their 

community who are unhappy that 

women are challenging gender 

norms.  

• Vocal journalists, freedom of 

information and anti-corruption HRDs 

can face targeted risks from 

governments and politicians who do 

not want their activities publicised.  

• Survivors of violence seeking justice in 

the courts may face threats from the 

perpetrators. For example, the 

survivors seeking justice from 

historical crimes in Colombia as part 

of the transitional justice process.  

Citizens/HRDs/Activists who face 

additional risk because of their 

specific identity:  

Women Human Rights Defenders  

Women often face additional gender-

related threats due to their work as HRDs, 

particularly in contexts where women 

conducting activism means they are 

stepping outside of their traditional role 

making them targets within their 

community, because society discourages 

women participating in activism. This can 

include discrimination from others HRDs. 

The risks they face include:  

• GBV: used as a tool to silence women 

and intimidate them to stop their 

work. 

• Discrimination & Stigmatisation: from 

their family, community, other HRDs. 

This can lead to social isolation for 

WHRDs, impact their personal safety 

and lead to economic hardship if they 

loss financial support from their 

families. This can lead some WHRDs 

to stop their activism and deters them 

from speaking out.   

• Online Harassment & Doxxing: 

including leaks of personal 

information, orchestrated attacks, 

hacking, leading to severe 

psychological consequences. 

• Defamation & Smear Campaigns: 

WHRDs are often targeted with smear 

campaigns and false allegations 

aimed at discrediting their work and 

tarnishing their reputation. 

• Lack of Resources: women may be 

excluded from mainstream civil 

society network and unable to access 

resources and support 

• Intersectional Challenges: women 

who belong to other marginalised 

groups face multiple layers of 

discrimination which may lead to 

further risk and violence.  

Indigenous Defenders  

HRDs working to protect cultures, and 

livelihoods of Indigenous peoples, often 

face specific threats and challenges as 

authorities/private companies/bad actors 

seek to undermine their work.  

The risks they face include: 

• Violence & Physical Threats: violence, 

including physical attacks, 

harassment, and even murder, often 

perpetrated by governments, 

corporations, or criminal groups with 

vested interests in their ancestral 

lands and resources. 

• Criminalisation & Legal: subjected to 

arrests, legal harassment, and 
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trumped-up charges by authorities, 

designed to silence their advocacy for 

land and human rights. Harassment  

• Community Divisions: Efforts to 

defend Indigenous rights can 

sometimes lead to divisions within 

Indigenous communities, as not all 

members may share the same 

perspectives on how to respond to 

external threats. 

• Climate Chage Impact: Indigenous 

communities often bear the brunt of 

climate change impacts, and 

defenders may work to address these 

challenges while advocating for 

sustainable practices. 

• Lack of resources: many Indigenous 

defenders lack access to financial to 

support their advocacy efforts. 

• Lack of Legal Protections:  In many 

places, there is a lack of legal 

protections for Indigenous rights and 

defenders, leaving them vulnerable 

to abuses. 

• Intimidation & Surveillance 

Indigenous activists may be subjected 

to intimidation, surveillance, and 

threats from government agencies, 

corporations, or paramilitary groups. 

 

LGBTQI+ Defenders 

The stigmatisation faced by LGBTQI+ 

community members put defenders in 

this space at greater risk of violence and 

intimidation.  

The risks they face include: 

• Violence & Hate Crimes:  risk of 

physical violence, including hate 

crimes, assault, and even murder, 

often fuelled by homophobia, 

transphobia, and prejudice. 

• Legal Persecution: Some 

governments have laws criminalizing 

same-sex relationships or the 

promotion of LGBTQI+ rights, and 

LGBTQI+ defenders can be subjected 

to arrests, imprisonment, and legal 

harassment. 

• Online Harassment & Doxxing: online 

harassment, threats, and can result in 

privacy violations and physical harm. 

• Family Rejection: face rejection and 

estrangement from their families, 

which can result in loss of support 

networks and housing instability. 

• Limited Access to Safe Spaces:  In 

some regions, LGBTQI+ defenders 

have limited access to safe spaces, 

support organizations, and resources 

that can help them cope with the 

challenges they face. 

• Threats from Extremist Groups: at 

risk of threats and violence from 

extremist groups and hate groups 

that actively target LGBTQI+ 

individuals and their allies. 

WHAT CAN COUNTRY 

TEAMS DO?  

• Training and supporting partners 

on security planning – support can 

be provided to partners on assessing 

security needs and developing 

In Burundi, Christian Aid works to 

build strong coalitions of faith-based 

activists and Churches and 

Mosques, so that HRDs at risk can 

gain some of level of protection 

from their relationships with well-

respected faith leaders.  

Action: If a HRD is arrested or 

detained, these faith leaders work 

together collectively to lobby for 

their release. Christian Aid Burundi 

also supports partners working with 

HRDs strengthening their capacities 

in advocacy and lobbying.  

 

I rea 
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security plans. Christian Aid can 

support partners on reviewing plans 

and updating any gaps. This could 

include working with local partners 

on their risk assessments, specifically 

linked to the risks and threats 

associated with their human rights 

work. See next section on ‘supporting 

partners to manage risk’. Other 

resources for support can be found 

on the final section of this document.  

• Connecting activists (in particular, 

rural and/or marginalised) with 

national/regional/international 

HRD networks – providing this 

connection can help them gain access 

to other resources for protection, 

including emergency protection 

grants.  

• Gender and Inclusion - Support 

partners to develop security plans 

that are responsive to the unique 

risks and protection needs of women, 

LGBTI defenders, indigenous 

defenders and other groups due to 

their diverse identities and correlated 

risks.  

• Supporting HRDs to connect with 

international embassies - such as 

the EU, who may be able to support 

their protection in-country, through 

funding or through visibility. Having a 

public link with international actors 

and diplomats, such as a photo on a 

social media platform, in some cases 

may provide protection through 

visibility for HRDs [this is not always 

the case so should be done with 

caution and following a risk 

assessment]. Support from 

international partners and embassies 

can have limitations and so 

expectations should be managed 

with partners about what support is 

available in practice.  

• Facilitate referrals to service 

providers – country teams can use 

their connections with national NGOs 

to identify and facilitate referral 

pathways for HRDs in-country, such 

as psychological support/legal 

support/safe houses.  

In Colombia, the project “Allanando el 

camino”: Women and LGBT people 

paving a path from justice and memory 

toward sustaining peace in Colombia 

specifically visibilised the specifics 

threats women and LGBTQI+ people 

face. 12 organisations working on 

LGBT rights and women’s rights were 

supported to develop protection 

plans in light of the targeted threats 

they face when advocating for 

marginalsied group. These plans 

analysed the specific risks facing 

women and LGBTQ+ activists in the 

territories, and effectively responded 

to their needs. Advocacy actions were 

carried out with the national 

government and an embassy on the 

safety for activists.  

In Colombia and El Salvador, 

country teams have regularly 

connected parnters who are facing 

threats due to their human rights 

works with national and 

international protection 

organistions.  

 

In Zimbabwe¸local partners have 

received tailored digital protection 

training through in-country experts 

to strengthen their digital security 

measures, particularly in terms of 

protecting sensitive communications 

and data when faced with 

government surveillance.  
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• Facilitate referrals to grant-making 

organisations – CA country teams 

can support partners to apply for 

protection grants from HRD 

protection organisations (examples 

provided on final page). This may 

include acting as a reference for the 

applicant and/or supporting the 

completion of the application form.  

• Build protection support into 

project design – in countries where 

protection needs for HRDs are high, 

country teams could consider 

building protection support into 

future projects, such as Self 

Protection Training, micro-grants for 

implementing self-protection plans. 

Other forms of protection support 

could include an emergency 

relocation fund to support at risk 

activists to move outside of their 

immediate location during a period of 

heightened risk. This type of support 

is only feasible if it has been built into 

the project’s design due to budget 

constraints. This approach should be 

considered in locations where risk to 

participants is high.  

 

• Build digital protection support 

into project design – partners can 

face significant digital threats due to 

their work, including targeted online 

surveillance, online defamation, loss 

of sensitive data, the confiscation of 

devices containing sensitive data by 

authorities, and targeted hacks. 

Partners can be poorly equipped to 

manage these risks, so country teams 

should provide some guidance on 

best practices for partners to 

strengthen their digital security and 

consider building digital protection 

costs into budgets, such as the use of 

malware software on devices, and 

should consider planning for basic 

digital security training for partners, 

which can be provided with the 

support of the Peacebuilding and 

Conflict Prevention Unit or through 

external trainers if budgeted for. 

Country teams should consider 

adapting their own communication 

methods with partners to strengthen 

the chain of communication security, 

such as using secure and encrypted 

messaging services.  

• Analysis and research – conduct 

ongoing analysis of protection issues 

in their respective countries, monitor 

legal and regulatory policy change 

and implementation to inform and 

maintain awareness of risks, and 

In Colombia, Christian Aid has 

included a Protection Fund in a UN 

Peacebuilding Fund project, which 

supports marginalised groups, 

including indigidenous communities 

to engage in peace and decision-

making spaces.  

This includes supporting 6 risk 

assessment and protection 

mitigation workshops to support 

communities to develop and 

implement risk mitigation plans. The 

Fund also provides individual/family 

support in critical situations, 

including MHPSS provisions and in-

country evacuation costs if someone 

needs to be temporarily relocated 

due to imminent threat.  

In Sierra Leone, relocation and 

livelihood costs were provided 

through the existing project budget 

for members of a local land 

association who were being forced 

to flee due to persecution from 

authorities. 
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identify possible opportunities for 

research to inform advocacy and 

solidarity work where it is assessed to 

be safe to do so.   

• Advocacy – advocate and lobby for 

the adoption and enforcement of 

laws and policies that protects HRDs. 

Carry out long-term advocacy work 

on HRDs and protection with relevant 

targets: UK government, the Irish 

government, including TDs – the Joint 

Committee of Foreign Affairs and 

Trade, with relevant targets at EU and 

at UN level. Support partners to 

identify and use international 

mechanisms to denounce threats and 

attacks against them. In some 

instances, public profile for activists 

can put them at further risk – 

therefore, we should help partners to 

assess the risks of this strategy 

beforehand. Include the issue of 

protection of HRDs as a cross-cutting 

issue in other thematic advocacy 

where appropriate e.g., in our work 

on business and human rights; on 

women’s rights and gender equality; 

climate justice etc.     

• Raise Awareness – country teams 

can profile the stories of activists 

through campaigns and social media 

to shine a light on their work 

and the threats they face. This 

should only be done in cases 

where a risk assessment has 

deemed it safe for an 

individual/group of HRDs to 

have a public profile, a known 

connection with an 

international NGO, and with the 

informed consent of the 

individual/community.  

• Alliance building, 

networking- Participate in 

relevant networks and build 

relationships with other 

organisations working on the 

protection of HRDs and 

enhance our effectiveness in 

supporting partners at risk, 

through alliance building, 

Christian Aid Ireland’s 

advocacy campaign on the 

Cerrejón Mine has specifically 

highlighted the violence 

against HRDs, as well as the 

business and human rights 

abuses linked to the mine. Our 

2020 research report  details 

the protection risks faced by 

indigenous leaders in the 

community. 

SUPPORTING GRASSROOTS ACTIVISTS IN 

MONITORING VIOLATIONS IN ZIMBABWE  

CAZ works with a local partner to support grassroots 

activists to document and collate human rights 

violations. These reports are shared with the 

various human rights Commissions at the national 

level.  This is a high risk job for the grassroots 

activists, as they are shedding light on violations and 

human rights abuses, putting them at direct risks 

from the perpetrators. CAZ does not directly 

support the activists if they are at immediate risk, as 

the local partner provides this support through 

other funds. However, CAZ does support them with 

security training, including on physical personal 

security and digital protection. This training is 

provided to the local partner who then cascade the 

training to the grassroots monitors. In addition, the 

local partner supports grassroots monitors with 

legal representation and emergency protection 

grants, if required. 

CAZ has also worked closely with a faith-based 

human rights partner who has been been 

addressing issues regarding the protection of civil 

and political rights, issues such as access to 

documentation, intimidation during the election 

period, and low youth and women participation in 

leadership positions amongst other issues. Under a 

Christian Aid Ireland supported programme, the 

partner has worked with HRDs to develop citizen 

manifestos which were presented to political 

candidates, which resulted in threats from the ruling 

party, as they were perceived to be opposition 

supporters. As well as funding the support to citizen 

agents (local HRDs who are holding duty bearers to 

account), CAZ is supporting the HRDs with digital 

devices to strengthen their digital security and 

communication, enabling them to safely share 

reports on human rights violations in real-time.  

 

https://www.christianaid.ie/sites/default/files/2022-10/cerrejon-report.pdf
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information-sharing and joint 

advocacy. Support partners to 

develop new alliances and to access 

regional, international, thematic 

spaces as appropriate, as a way of 

enhancing solidarity and exchange of 

good practice. Facilitate spaces for 

dialogue between partners at risk in 

different country programmes.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

CASL has been supporting land rights activists through their ongoing partnership 

with Green Scenery. In 2017, the challenging context made it impossible for CASL 

and their partner to conduct community dialogues and openly engage in 

awareness raising. Holding public meetings without a permit could lead to 

detention and local authorities refused permission to ctivities which were 

perceived to challenge companies. CASL adapted the programme to include house 

to house meetings with landowners and activists to reduce the risk for participants. 

In 2019, an outbreak of violence occurred as the local police force cracked down on 

protects. Some of the local land rights association members were killed, 17 

members were arrested, accused of inciting violence, and more were forced to flee 

the area for their protection. In response CASL  engaged in some keys protection 

actions: 

• Relocation and livelihood costs were provided through the existing project 

budget for those being forced to flee due to persecution from authorities. 

• Advocacy was conducted with international human rights organisation, 

CIVICUS, including a joint press conference, to highlight the case of those 

detained and bring international attention to the human rights violations.  

• The arrested HRDs were supported with legal assistance through the 

project.  

• Ongoing support and accompaniment of the partner who was facing legal 

charges and defamation.  

Communities in Sierra Leone continue to face similar risks, particularly as the 

government has committed to increased commercialisation in the agriculture and 

mining sectors. CASL will train partners and local human rights organisations in 

security in anticipation of future infringements of the rights of rural communities 

and oppression which accompanies it. 

DEFENDING LAND RIGHTS IN SIERRA LEONE 
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SUPPORTING 

PARTNERS TO MANAGE 

THEIR RISK 

Step 1: Conducting a risk 

assessment & understanding 

the context 

Understanding the risk that a HRD faces 

is a critical first step in mitigating the risks. 

This will include a context analysis – you 

can use the following questions to guide 

this analysis: 

Ask: 

• What are the key issues which impact 

on human rights, issues that are 

escalating tensions in communities, 

issues that are driving conflict or 

violence and key issues that partner 

are working on in the country? 

(Consider political, economic, conflict 

and social issues)  

• Who are the main actors on these key 

issues? (Consider powerful 

individuals, institutions, local, 

national, regional and international 

organisations, business and other 

states) 

• How might the  partners’ and 

communities’ work negatively or 

positively affect the interests of these 

key actors – how have they 

responded already? 

• When are HRDs most likely to be 

attacked (verbally or physically)? (Eg 

prior to or during elections, after 

publishing reports or naming key 

figures publicly, demonstrations, 

anniversaries, high-level visits, events 

etc) 

• What are the key controversial issues 

in the community where the 

activists/HRDs are working? 

• Who are the key stakeholders relating 

to these issues?  

• How is the work of the HRD/activists 

perceived by these stakeholders?  

• How has local government reacted to 

the previous work of the HRD/activist? 

• How have other actors, such as 

business/private sector, reacted to 

the previous work of the HRD/activist? 

• How was local media reacted? 

• How has the local community 

reacted?   

There 3 components of risk:  

1) Capacities  

2) Vulnerabilities  

3) Threats  

An assessment of each component is 

required to understand the entire risk. 

The below table provides a template for 

assessing threats, capacities and 

vulnerabilities. You can use this template 

to support HRDs/HROs/activists to 

identify the threats they face and their 

capacities and vulnerabilities in relation 

to those threats. 

The Risk Level is defined by assessing the 

impact of the risk versus the probability 

that this will happen. The image is a guide 

for this. You multiply the impact and the 

probability to get the risk level.  
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Types of Actors: 

Supporting: donors, fellow HRDs, local 

and national civil society organisations, 

international NGOs, international donors. 

Opposing: Human rights violators, law 

enforcement in some contexts, 

multinational corporations in some 

contexts, some governments, 

paramilitary groups.  

Unknown: politicians, faith-based leaders 

(in some contexts supporters and in 

some contexts opposing). 

Step 2: Threat Analysis:  

The aim is to find out as much 

information as possible about the threat 

to assess the risk it poses. The 

HRD/activist should assess the following: 

Facts of the threat:  

Who did it come from and how did it 

happen? Was this the first threat or one 

of many?   

The Pattern of the threat: have HRDs 

been threatened before, how frequently, 

how do the threats take place (i.e. via 

social media, plain closed officials coming 

to offices, letters to their home etc.)?  

• Source of the threat: this may not be 

immediately obvious. Understanding 

where the threat is coming is 

important for planning mitigation 

strategies.  

• Why the threat and not attack? Not 

all threats mean an attack is coming, 

some people threaten in hope that a 

HRD will stop their work and some 

people make threats but know the 

consequences of an attack may be 

severe. It can be helpful to know why 

a HRD is being threatened. However, 

contexts can change and we should 

assume that an attack is always 

possible. 

Reporting incidences: It is important to 

report incidences of violations against 

HRDs because if an incident has taken 

place, other HRDs in the area can be 

informed, enabling them to reassess their 

own security precautions. If partners 

experience an attack or threat they 

should report it, if they feel safe to do so, 

with support from CA country teams, to 

national human rights networks who are 

compiling incidences of violations.  

It is critical that reporting is done securely 

and in a way that does not cause more 

Threats Who? Why? Capacities Vulnerabilities Risk Level 

Harassment at a checkpoint 

that a women activist crosses 

daily  

Local soldiers To restrict her 

movements by 

intimidating her, get 

money from her 

Well known in her 

local community and 

has support of 

community leaders 

Often has to travel 

alone by foot 

because transport is 

unreliable 

High 

Men coming to the homes of 

an indigenous community 

threatening their lives because 

they are  demonstrating 

against the development of 

infrastructure project on their 

land  

Private company 
security or may be 
paying local armed 
actors 

To intimidate them 

into stopping their 

protest 

Connections with 

national and 

international NGOs, 

access to global 

platform for 

protection 

Living in an isolated 

area, with irregular 

internet access, 

cannot update NGOs 

on the situation often 

High  

 



 

SELF PROTECTION GUIDANCE FOR ACTIVE CITIZENS, ACTIVISTS & HUMAN RIGHTS DEFENDERS 

harm to the HRD involved in the incident. 

Reports written digitally should be sent 

through an encrypted provider, such as 

via the Signal App messaging service, or 

through ProtonMail.  

Not all HRDs are under surveillance. 

However, it is best to assume they are 

and therefore managing data securely is 

important. If a country team is receiving 

the report, it should not be shared 

widely or stored on SharePoint/One 

Drive, or any external hard drive/USB 

which could be stolen or confiscated by 

officials. 

Instead of using SharePoint/OneDrive, 

country teams should consider using a 

locally encryption tool such as: VeraCrypt 

for Windows - Secure File Storage 

(securityinabox.org), so files can be saved 

locally on laptops in encrypted folders, 

accessed through strong and unique 

passwords. If there are any concerns that 

reporting data may be targeted or 

confiscated, please contact the 

Peacebuilding & Conflict Prevention 

Advisor for specific advice on secure 

storage.   

Reports should cover - Who, What, Where, 

When, Why, How? answering these 

questions will ensure the report is 

comprehensive.  

When to react?  

If an incident is minor, a reaction by the 

HRD/activist may not be required.  

If there is significant threat from the 

incident, or increased risk, then extra 

precautions may be necessary.  

For example, if a serious threat is now 

posed to an activist’s work and physical 

safety, a reassessment of their security 

should take place to ensure their 

immediate safety and minimise future 

incidences.  

Step 3: Developing Security 

Plans 

Strategies for Security Plans will depend 

entirely on the context in which the 

HRD/activist is operating. Below are some 

examples of strategies which may be 

appropriate:  

Home Security: do not take sensitive 

work home, have a code for danger (such 

as a specific phrase you may use to your 

spouse on the phone), have smoke 

Security Plan Example:  

Risk: Detention  

Probability: moderate – I am a HRD under 

surveillance by local authorities, and they use 

detention as a threat to stop us from doing our 

work.  

Impact: High – I could be in detention for a long 

time, it could cause direct harm to me and 

indirect harm to my 

family/community/organisation  

Vulnerabilities: There is no fair legal process - 

there will not be a search warrant or right to 

have a lawyer present 

Capacities: Ability to plan (thinking through how 

you can best respond in advance reduces the 

losses you could incur) 

Actions: 

- Do not carry sensitive material with me and 

delete sensitive material from phones and 

laptops, and avoid following the same 

routines and travel patterns.  

- Memorise emergency contacts. 

- Have a lawyer briefed in advance in case of 

detention. 

- Inform family/colleagues, ask them to 

witness the arrest if it safe to do so and tell 

them who to call if arrest takes place (such 

as national human rights organisations). 

- Be aware of your rights in detention so you 

can request them, even if they will not be 

granted.  

- Ensure personal tax/organizational 

registration is in order so they cannot be 

used as pretext for detention.  

https://securityinabox.org/en/tools/veracrypt/
https://securityinabox.org/en/tools/veracrypt/
https://securityinabox.org/en/tools/veracrypt/
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alarm/first aid kit, good lighting around 

the house, strong locks, CCTV if possible.  

Office Security: there are some key 

things to consider when it comes to office 

security. Is the neighbourhood safe, who 

is the landlord and could they be 

pressured from authorities, is the office 

easy to reach for staff and clients, are the 

procedures for entry into the office 

strong, is there a security guard 

monitoring entry, is the outdoor lighting 

sufficient? 

Defamation & Smear Campaigns: this is 

when false information is published 

about a HRD in the media or online. If it 

happens once, it may be best to ignore it. 

However, if defamation targeted against 

an activist or community happens 

continuously you may consider taking 

action. Suggested steps could be: 

• Contact the website/social media page 

on which the defamation has taken 

place. For example, mainstream social 

media companies have in-built 

complaints mechanisms, where it is 

possible to request a post with false 

and defamatory information can be 

removed. 

• Publish a counter statement on the 

HRD/activists’ own social media.  

• Produce leaflets with the true facts 

and distribute them in the local 

community. 

 

Digital Security  

• Use strong, unique and complex 

passwords for online accounts and 

enable 2 step authentication where 

available 

• Use encrypted communication tools 

and apps for sensitive 

communications, such as Signal or 

Protonmail.  

• Keep operating systems, applications, 

and antivirus software up to date to 

protect against known vulnerabilities. 

• Be cautious about clicking on links or 

downloading attachments from 

unknown sources and avoid visiting 

suspicious websites. 

• Practice good digital hygiene 

practices, such as regularly deleting 

unnecessary files and using secure 

file storage and sharing services. 

• Encrypt sensitive data and consider 

using encrypted storage devices or 

services. 

• Adjust social media privacy settings 

to limit the exposure of personal 

information. 

• Back up important data and files 

regularly to prevent data loss in case 

of a cyberattack. 

What Capacities for Protection do 

activists and HRDs have? Activists have 

protection capacities which they can use 

to strengthen their security. All possible 

capacities should be used for protection 

plans, the more support options 

available, the stronger the protection 

plans can be.  

What Knowledge: understanding the 

risks and threats a HRD faces, including 

their legal rights, international protection 

mechanisms are critical for protection 

planning.  

What Contacts: community members, 

leadership, human rights organisations, 

media, government actors, embassies – 

these contacts can provide protection 

before, during and after an incident.  

Security plans should be 

developed for every risk identified 

in the risk assessment table.  
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• Planning: security plans to reduce 

everyday risks and contingency 

planning in the worst case scenario 

can strengthen HRD protection.  

• Organisation/community: activists 

associated with an organisation may 

have protection because of the 

organisation’s good reputation, or 

through physical security at the office.  
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What can individuals do to strengthen their everyday security?  

1. Individual Risk Assessment – regular assessment of the specific risks faced by an 

individual, community or civil society organisation. This includes understanding of the 

potential risks and vulnerabilities they face within their context.  

2. Travel safety – develop travel plans, including changing routes from home to work place, 

not travelling alone to new locations, setting up check-in systems with colleagues who can 

raise the alert if you do not check in. 

3. Emergency contacts – learning emergency phone numbers by rote so that if you do not 

have them written down, or have access to your phone you can still call them. 

4. Build support networks – connecting with networks in the communities, regions that you 

work. If the communities trust and support you, they can be critical in contributing to your 

security, such as local authorities who may have connections with security actors and can 

advocate for your release.  

5. Visibility – in some cases increased visibility may provide protection for HRDs, and their 

public profile will reduce the threats against them. In some cases, having a low profile will 

keep HRDs more secure. The best approach is on a case by case basis.  

6. Use secure communication – Use encrypted communication tools and apps for sensitive 

communications, such as Signal or Protonmail. If you are concerned your phone is under 

surveillance, do not share sensitive information in phone calls. Set up disappearing 

messages on your communication so that messages are regularly deleted and are not 

stored for longer than needed.  

7. Secure devices - Install antivirus software, anti-spyware and a firewall  and do not use 

pirated software – it leaves you vulnerable due to lack of updates and to charges of 

possession of illegal software. Always use complex, strong passwords for your devices. 

8. Regularly back up data – Back up important data and files regularly to prevent data loss in 

case of a cyberattack and store the backup in a safe place. Consider encrypting your files 

(although encryption is illegal in some countries and could draw attention to you). 

9. Remove unnecessary data - regularly wipe devices to ensure that sensitive information is 

not stored there  

10. Be cautious with public wifi – using public wifi can enable people to hack your phone, so 

where possible only use private wifi or mobile phone data.  

 

TIPS  FOR EVERYDAY SECURITY  COLLECTIVE PROTECTION TIPS 

1. Establishing community watch 

programmes - to monitor 

surveillance, actions by 

threatening actors, and any 

incidences.  

2. Early warning systems to alert 

the group about threats. 

3. Networking and coalitions – 

building partnerships with other 

local communities, sharing 

information on threats and 

strategies for protection. 

4. Information sharing on best 

practices for protection. 

5. Rapid response teams – 

potentially leaders within a 

community who would hold the 

authority to advocate for their 

community members if an arrest 

takes place. 

6. Documentation and evidence 

gathering so that threat and 

attack trends can be monitored. 

7. Engaging with authorities – 

fostering dialogue to raise 

awareness about community 

concerns and build support for 

their protection. 



 

SELF PROTECTION GUIDANCE FOR ACTIVE CITIZENS, ACTIVISTS & HUMAN RIGHTS DEFENDERS 

Resources & further reading: this guide 

was developed using the below tools as a 

framework and it is advised that you 

review them for further detail on best 

practices and approaches in supporting 

active citizens/activists/HRDs:  

Front Line Defenders Workbook on 

Security –  see Front Line Defenders’ 

appendices for guidance on different 

protection plans approaches, including a 

training manual which could be used to 

develop a training for partners.  

Integrated security | Integrated security - 

the Manual 

(integratedsecuritymanual.org) - The 

integrated security workshop is the result 

of the work that has been done both 

internationally and by different 

organisations to highlight the security 

situation for HRDs, focusing on women. 

This can be used to develop protection 

and security training for partners.  

Holistic security (tacticaltech.org) - This 

manual is designed to guide a process of 

establishing or improving security 

strategies for individuals, collectives or 

organisations. Each of the four Sections is 

divided into a number of shorter 

Chapters, the majority of which are 

accompanied by one or more reflective 

exercises which should help you to get to 

know the relevant content in your own 

context. These exercises can often be 

used for individual reflection, but were 

written in such a way that they could also 

be carried out in larger groups. Tips are 

included to help you facilitate the 

exercises in a group setting. 

The Risk Analysis and Protection Plan 

Principles - Focus: The Observatory On 

Public Policies For Defenders (focus-

obs.org) – resource which outlines the 

Risk Assessment and Protection Plan 

principles, which can be used for framing 

initial discussions on risk and protection 

with partners.  

Protection Manual for HRDs 

(peacebrigades.org) – This manual can 

support training on security and 

protection and will help defenders to 

undertake their own risk assessments 

and define security rules and procedures 

which suit their particular situation. 

STAND UP MAUNAL - DefendDefenders- 

this manual specifically looks at  Digital 

Protection for HRDs, including basic 

device security, mobile security and 

security of accounts. This could help with 

training on how to reduce the risk of 

online censorship and surveillance.  

What do you need to protect? 

(securityinabox.org) - Security in a Box is 

a resource that includes many digital 

protection strategies. Browsing this 

website, you will find recommendations 

on how to create and manage strong 

passwords and on how to protect your 

accounts, communications, devices, 

internet connection, and sensitive 

information. 

EU HRD Guidelines – these guidelines are 

designed to guide EU Delegations on their 

responsibilities to HRDs. Christian Aid 

country teams can review them to 

understand how and when they can 

approach EU Delegations for protection 

support on specific cases.  

Canadian HRD guidelines – these 

guidelines are a statement of Canada’s 

commitment to supporting HRDs. The 

Guidelines outline Canada’s approach 

and offer practical advice for officials at 

Canadian missions abroad to promote 

respect for and support HRDs. Missions 

should do their utmost to implement 

these Guidelines, recognizing that each 

approach should be tailored to local 

https://www.frontlinedefenders.org/sites/default/files/workbook_eng_master.pdf
https://www.frontlinedefenders.org/sites/default/files/workbook_eng_master.pdf
https://integratedsecuritymanual.org/
https://integratedsecuritymanual.org/
https://integratedsecuritymanual.org/
https://holistic-security.tacticaltech.org/index.html
https://www.focus-obs.org/resources/riskanalysisandprotectionplanprinciples/#:~:text=A%20risk%20analysis%20should%20include,their%20communities%20at%20the%20centre.
https://www.focus-obs.org/resources/riskanalysisandprotectionplanprinciples/#:~:text=A%20risk%20analysis%20should%20include,their%20communities%20at%20the%20centre.
https://www.focus-obs.org/resources/riskanalysisandprotectionplanprinciples/#:~:text=A%20risk%20analysis%20should%20include,their%20communities%20at%20the%20centre.
https://www.focus-obs.org/resources/riskanalysisandprotectionplanprinciples/#:~:text=A%20risk%20analysis%20should%20include,their%20communities%20at%20the%20centre.
https://www.peacebrigades.org/fileadmin/user_files/groups/germany/Dateien/Handbuch_EnriqueEguren.pdf
https://www.peacebrigades.org/fileadmin/user_files/groups/germany/Dateien/Handbuch_EnriqueEguren.pdf
https://defenddefenders.org/wp-content/uploads/2023/04/STAND-UP-MANUAL-23122022-2-1-1.pdf
https://securityinabox.org/en/
https://securityinabox.org/en/
https://www.eeas.europa.eu/sites/default/files/eu_guidelines_hrd_en.pdf
https://www.international.gc.ca/world-monde/assets/pdfs/issues_development-enjeux_developpement/human_rights-droits_homme/rights_defenders-guide-defenseurs_droits_en.pdf?_ga=2.238551238.718056014.1663678738-510658052.1663678738
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contexts and circumstances, and respond 

to the specific needs of individual HRDs. 

As Christian Aid, we can use this guideline 

as a framework for reaching out to 

Canadian missions for support on specific 

HRD protection needs, if appropriate.  

OHCHR Factsheet on HRDs – this 

document is addressed primarily to State 

authorities, national and international 

non-governmental organizations, United 

Nations personnel, major private sector 

actors (including transnational 

corporations) and can be used to develop 

advocacy asks and campaigns to these 

actors on specific cases, as it outlines 

their responsibilities towards protecting 

HRDs.  

Financial Resources 

Financial resources are available to 

individuals, organisations and collectives 

who require support to conduct their 

human rights work. This support comes 

from international and regional human 

rights protection mechanisms. This can 

include grants to enhance HRDs 

protection and security, particularly 

organisations facing imminent threats. 

For example, if an organisation requires 

financial support to increase their office 

security following increased threats or 

surveillance, or if an individual require 

financial support to cover legal costs if 

litigation is being used to undermine their 

human rights work. The grants can cover 

a wide range of needs, including digital, 

physical protection, legal support, and 

medical support. Some grants can also be 

used for advocacy. Often these grants 

require a reference as part of the 

application. Christian Aid can act as a 

reference for partners who we believe 

need this type of support. Country teams 

can also consider supporting local 

partners to submit the applications. This 

is a useful resource to consider for our 

partners facing imminent threats, 

particularly if project budgets cannot 

support protection and security needs.  

Emergency Grants for 

Protection/Security/Advocacy: 

ProtectDefenders.eu – emergency 

protection grants emergency relocation 

grants: Protecting defenders - 

ProtectDefenders 

Women, Peace & Humanitarian Fund 

Window for Women HRDs in conflict 

contexts - for protection and advocacy 

grants: Window for Women Human 

Rights Defenders - Women’s Peace and 

Humanitarian Fund (wphfund.org).   

Front Line Defenders – Emergency 

Protection Grants up to EUR 7,500: 

Protection Grants | Front Line Defenders 

LifeLine – Emergency Protection Grants, 

Advocacy Grants, Resilience Grants: 

Emergency Assistance — LIFELINE 

(csolifeline.org) 

Urgent Action Fund – grants for 

Women/Trans/Non-Binary HRDs for 

security up to $8,000:  Security Grant – 

Urgent Action Fund 

 

https://www.ohchr.org/sites/default/files/Documents/Publications/FactSheet29en.pdf
https://protectdefenders.eu/protecting-defenders/#emergency
https://protectdefenders.eu/protecting-defenders/#emergency
https://wphfund.org/whrds/
https://wphfund.org/whrds/
https://wphfund.org/whrds/
https://www.frontlinedefenders.org/en/programme/protection-grants
https://www.csolifeline.org/emergency-assistance-1
https://www.csolifeline.org/emergency-assistance-1
https://urgentactionfund.org/our-grants/security-grant/
https://urgentactionfund.org/our-grants/security-grant/

